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MBD-62

Ethernet Protocol Specifications
Rev 1.0 - July, 14th - 2024

1 - Overview

This document describes the Ethernet communication protocol used by MBD-62 for data
exchange between the equipment and other devices over a network.

2 - Protocol Specifications

2.1 - Connector

The MBD-62 uses a female RJ45 connector for Ethernet interface (highlighted in red):

Aux Out 1 Aux Out 2 To Ant Switch

To Radio 1 Civ 1 To Radio 2 Cl-v 2

o e ©

Figure 1: MBD-62 - Connectors (Ethernet RJ45 highlighted in red)
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2.2 - Network Interface

The MBD-62 uses an Ethernet interface with the following specifications:
IP Address: by DHCP (default)

Default Gateway: by DHCP (default)

UDP Port: 11000 (default)'
Host Name: mbd62 (default)

2.3 - Data Transmission
The MBD-62 communicates using the UDP (User Datagram Protocol). UDP is a

connectionless protocol that does not require a connection to be established before data is
transmitted.

2.4 - Packet Structure
Each packet sent to or from the MBD-62 follows this structure:

Header: Includes source and destination IP addresses, source and destination ports, and
other relevant information.

Payload: Contains the actual data being transmitted. The structure and format of the payload
depend on the specific commands and responses used by the equipment.

In the example of a packet captured in the Wireshark? program shown in figure 1 below, the
source address is 192.168.68.108 (PC) and the destination address of mbd62 is 192.168.68.101.

"' UDP Port can change related to the hostname set on equipment:
11000 to mbd62;

11001 to mbd62a;

11002 to mbd62b;

11003 to mbd62c;

11004 to mbd62d;

11005 to mbd62e.

2 www.wireshark.org for more information.



http://www.wireshark.org
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M [ip.dst == 192.168.68.101 B <+
No. Time Source Destination Protocol  Length Info [l
| 5385 146.461204  192.168.68.188  192.168.68.181 UDP 45 58218 » 11888 Len=3 v
> Frame 5385: 45 bytes on wire (360 bits), 45 bytes captured (360 bits) on interface \Device\NPF_{47EDACB|| @260 le 38 6c 88 8@ 32 c4 85 83 Ja d4 T4 88 80 45 80 1) EE B -
~ Ethernet II, Src: IntelCor Da:d4:f4 (c4:85:08:0a3:d4:74), Dst: le:30:6c:00:00:32 (le:3@:6c:00:00:32) 0010 8@ 1f f2 Se 00 80 88 11 3e 1d c@ a8 44 6c c® a8 -~~~ > DL

> Destination: le:3B:6C:B0:88:32 (le:38:6C:00:00:32) 8020 44 65 [SRLIPCIRCEIN IR Te 01 fd o-EEEEEEE - - -

» Source: IntelCor_Oa:d4:f4 (c4:85:08:0a:d4:74)
Type: IPv4 (Bx0888)
~ Internet Protocol Version 4, Src: 192.168.68.188, Dst: 192.168.68.101
@189 .... = Version: 4
... @181 = Header Length: 28 bytes (5)
> Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 31
Identification: @xf28e (62094)
> @ee. .... = Flags: ox@
...0 @OED @OED @EER = Fragment Offset: @
Time teo Live: 128
Protacel: UDP (17)
Header Checksum: @x3eld [validation disabled]
[Header checksum status: Unverified]
Seurce Address: 192.168.68.108
Destination Address: 192.168.68.161
“ User Datagram Protocol, Src Port: 50218, Dst Port: 11000
Source Port: 58218
Destination Port: 11868
Length: 11
Checksum: @x8b%@ [unverified]
[Checksum Status: Unverified]
[Stream index: @]
[Timestamps]
UDP payload (3 bytes)
v Data (3 bytes)
Data: feolfd
[Length: 3]

v

Figure 2: UDP Packet Structure
2.5 - List of Commands
Commands are sent as byte sequences in the last Block of UDP Packet (Data). A control

command is composed of a start with 1 byte, a command byte, various parameters, and the
terminator byte that signals the end of the control command.

Start Description Byte in Hex

Table 1: Start Byte

Command Description Byte in Hex

Table 2: Commands

Command Description Byte in Hex

Table 3: Terminator Byte
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3 - Communication - Commands and Responses

3.1 - To set the MBD-62 Antenna Selection of Radio 1:
CMD_WR _POSITION 1

The host computer sends the UDP Packet:
W [ip.dst == 192, 168.58.101

BEd -]+
No. Time Source Destination Protocol  Length Info ~
| 57 3.164641 192.168.68.108  192.168.68.181 UDP 46 (58318511668 Lan=d Y
> Frame 57: 46 bytes on wire (368 bits), 46 bytes captured (368 bits) on interface \Device\NPF_{47EDACB9-|[ CC00 1le 38 6c @@ 8@ 32 c4 85 ©8 9a d4 f4 83 00 45 80  @L- 2~ -~ - E-
~ Ethernet II, Src: IntelCoer Qa:d4:T4 (c4:85:88:9a:d4:T4), Dst: 1e:30:6c:00:00:32 (le:30:6c:08:00:32) fe12 @@ 28 fe b3 88 @@ 8@ 11 31 7 co Gc c@ a8 - L 1---DL--
> Destination: le:3@:6C:@@:@@:32 (le:38:6c:80:08:32) 9928 44 65 c4 2a 22 8 08 ec  f3 90 PN pe-*=-. - -[ER

> Source: IntelCor_Sa:d4:f4 (c4:85:08:9a:d4:f4)
Type: IPv4 (@x0300)
~ Internet Protocel Version 4, Src: 192.168.68.108, Dst: 192.168.68.101
@188 .... = Version: 4
.. 8181 = Header Length: 2@ bytes (5)
» Differentiated Services Field: ex@e (DSCP: (S8, ECN: Not-ECT)
Total Length: 32
Identification: @xfeb3 (652083)
> @ee. .... = Flags: @x@
...0 0R0@ BROR @BAE@ = Fragment Offset: @
Time to Live: 128
Protecel: UDP (17)
Header Checksum: @x31f7 [validation disabled]
[Header checksum status: Unverified]
Seurce Address: 192.168.63.188
Destination Address: 192.163.68.101
“ User Datagram Protocol, Src Port: 58218, Dst Port: 1100¢
Source Port: 58218
Destination Port: 11888
Length: 12
Checksum: @xf32e [unverified]
[Checksum Status: Unverified]
[Stream index: 8]
[Timestamps]
UDP payload (4 bytes)
~ Data (4 bytes)
Data: fe@2effd
[Length: 4]

~

>

Figure 3: MBD-62 - Packet Structure at Set Antenna for Radio 1

The last 4 bytes (Data) includes the switch command:

Ist byte 2nd byte 3rd byte 4th byte

0x00: to Ant 1;
0x01: to Ant 2;
0x02: to Ant 3;
0x03: to Ant 4;
0x04: to Ant 5;
0x05: to Ant 6;

0x0f: to Release
all Antennas;

Table 4: Data Packet for Antenna Selection of Radio 1

The MBD-62 does not send confirmation data (UDP) and confirmation must be performed
with the read status command.
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3.2 - To set the MBD-62 Antenna Selection of Radio 2:
CMD_WR _POSITION 2

The host computer sends the UDP Packet:

[ [ip.dst == 192. 168.68.101 BB -]+
No. Time Source Destination Protocal  Length Info ‘
| 548 20.032053 192.168.65.188  192.165.68.161 UDP 46 58218 > 11000 Len=4
» Frame 548: 46 bytes on wire (368 bits), 46 bytes captured (368 bits) on interface \Device\NPF_{47EDACBY|| 099¢ le 36 6c 8@ 80 32 c4 85 ©8 9a d4 f4 88 80 45 @8  @1- -2~ - - E:
v Ethernet II, Src: IntelCor_Oa:d4:f4 (c4:85:08:9a:d4:f4), Dst: 1e:30:6c:00:00:32 (le:30:6c:00:00:32) cole ee 2@ ed b2 86 00 82 11 22 9 ¢ 6c c@ ag - - "eoDle-
> =
> Destination: le:38:6c:80:80:32 (le:38:6c:80:00:32) 9920 44 65 c4 2a 2a 8 @ 6c @5 90 i 2 fd De

> Source: IntelCor 9a:d4:f4 (c4:85:08:09a:d4:4)
Type: IPv4 (8x0300)
~ Internet Protocol Version 4, Src: 192.168.68.108, Dst: 192.168.68.181
@1ee .... = Version: 4
.. @101 = Header Length: 20 bytes (5)
» Differentiated Services Field: @x@e (DSCP: (S8, ECN: Not-ECT)
Tetal Length: 32
Tdentification: @xadb2 (3506)
> @88. .... = Flags: @x@
...0 oBOR QOB BOOR = Fragment Offset: @
Time to Live: 128
Protecel: UDP (17)
Header Checksum: @x22f9 [validation disabled]
[Header checksum status: Unverified]
Seurce Address: 192.168.68.108
Destination Address: 192.168.68.181
¥ User Datagram Protocol, Src Port: 56218, Dst Port: 11060
Source Port: 58218
Destination Port: 11880
Length: 12
Checksum: @x@598 [unverified]
[Checksum Status: Unverified]
[Stream index: @]
> [Timestamps]
UDP payload (4 bytes)
v Data (4 bytes)
Data: fee3e2fd
[Length: 4]

Figure 4: MBD-62 - Packet Structure at Set Antenna for Radio 2

The last 4 bytes (Data) includes the switch command:

Ist byte 2nd byte 3rd byte 4th byte

0x00: to Ant 1;
0x01: to Ant 2;
0x02: to Ant 3;
0x03: to Ant 4;
0x04: to Ant 5;
0x05: to Ant 6;

0x0f: to Release
all Antennas;

Table 5: Data Packet for Antenna Selection of Radio 2

The MBD-62 does not send confirmation data (UDP) and confirmation must be performed
with the read status command.
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3.3 - To set the MBD-62 Antenna Split of Radio 1:

CMD_ENABLE SPLIT 1

The host computer sends the UDP Packet:

[ |ip.dst == 192, 168.58.101

No. Time
| 202 5.633217

Source
192.168.68.188

Destination Protocol  Length Info

192.168.68.181 UDP 48 58218 » 11888 Len=6

> Frame 2@2: 48 bytes on wire (384 bits), 48 bytes captured (384 bits) on interface \Device\NPF_{47EDACBY
~ Ethernet II, Src: IntelCor 9a:d4:f4 (c4:85:88:9a:d4:f4), Dst: 1e:38:6c:00:00:32 (le:30:6c:00:00:32)
> Destination: 1e:38:6c:@0:00:32 (1e:38:6C:00:00:32)
> Source: IntelCor_9a:d4:f4 (c4:85:88:9a:d4:4)
Type: IPv4 (@x0300)
¥ Internet Protocol Version 4, Src: 192.168.68.188, Dst: 192.168.63.101
@1ee .... = Version: 4
.. 8181 = Header Length: 2@ bytes (5)
> Differentiated Services Field: @x@8 (DSCP: (5@, ECN: Not-ECT)
Total Length: 34
Identification: @x6fld (28445)
> @80. .... = Flags: @x0
...0 oBOR QOB BOOR = Fragment Offset: @
Time to Live: 128
Protocol: UDP (17)
Header Checksum: @xc18b [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.63.188
Destination Address: 192.168.68.181
“ User Datagram Protocol, Src Port: 58218, Dst Port: 1100¢
Source Port: 50218
Destination Port: 1l@ee
Length: 14
Checksum: 8x8587 [unverified]
[Checksum Status: Unverified]
[Stream index: @]
[Timestamps]
UDP payload (6 bytes)
¥ Data (6 bytes)
Data: fes4e18401fd
[Length: 6]

2600 le 3@ 6c @@ B0 32 c4 85 @3 O9a d4 4 88 80 45 0@ @l- 2. ------E-
2612 @@ 22 6f 1d @0 0@ 89 11 cl 8b c@ a8 44 6c c@ a8 "o - - - -DL--
2820 44 65 c4 2a 2a T8 00 ee o5 57 [ERTNINTEONE o+ -- - [NEEEH

Figure 5: MBD-62 - UDP Packet to Set Split for Radio 1

The last 6 bytes (Data) includes the Split command:

Ist byte

2nd byte

3rd byte

4th byte

5th byte

6th byte

0x01

Antenna to | Antenna
Split from | Active
0x00 to Position

0x05 (Ant
1 to Ant 6);

from 0x00
to 0x05
(Ant 1 to
Ant 6);

Table 6: Data Packet to enable Antenna Split of Radio 1

To disable the split at radio 1 the data needs to be set at:

Ist byte 2nd byte 3rd byte 4th

byte 5th byte 6th byte

0x00

0x00

0x00

Table 7: Data Packet to disable Antenna Split of Radio 1

The MBD-62 does not send confirmation data (UDP) and confirmation must be performed

with the read status command.
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3.4 - To set the MBD-62 Antenna Split of Radio 2:
CMD _ENABLE_ SPLIT 2

The host computer sends the UDP Packet:

[ W ip.dst == 192.168.68.101

B -]+
No. Time Source Destination Protocol  Length Info ‘ ~
| 507 17.243834 192.168.68.108  192.168.68.161 UDP 48 58318311668 Len-6 v
> Frame 567: 48 bytes on wire (384 bits), 48 bytes captured (384 bits) on interface \Device\NPF_{47EDACBY|| G500 1le 30 6c @@ @0 32 c4 85 03 9a d4 T4 @8 80 45 8@ -@1- 2.~ - - -E-
~ Ethernet II, Src: IntelCor 9a:d4:f4 (c4:85:08:9a:d4:T4), Dst: le:38:6c:80:00:32 (le:30:6c:08:00:32) 0010 @@ 22 b7 c6 @@ @@ 88 11 78 e2 c@ a8 44 6c cB a8  -"-- .- x- oDl
@5 @1 85 03 Te e .
> Destination: 1e:38:6c:00:80:32 (le:3@:6c:00:00:32) 0620 44 65 c4 2a 2a f5 00 6c 03 &5 CRGMOMENERL De EHE

> Source: IntelCor_9a:d4:f4 (c4:85:08:9a:d4:f4)
Type: IPv4 (8x8808)
v Internet Protocol Version 4, Src: 192.168.68.108, Dst: 192.168.68.181
9100 .... = Version: 4
.. @181 = Header Length: 20 bytes (5)
> Differentiated Services Field: 8x@@ (DSCP: CSB, ECN: Not-ECT)
Total Length: 34
Identification: @xb7c6 (47646)
> @80. .... = Flags: Ox0
...0 BBO0 GBOR BOGA = Fragment Offset: @
Time to Live: 128
Protocel: UDP (17)
Header Checksum: @x78e2 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.68.108
Destination Address: 192.168.68.161
v User Datagram Protocel, Src Port: 56218, Dst Port: 11680
Source Port: 58218
Destination Port: 11088
Length: 14
Checksum: @x8385 [unverified]
[Checksum Status: Unverified]
[Stream index: 1]
[Timestamps]
UDP payload (6 bytes)
v Data (6 bytes)
Data: fe@5018503fd
[Length: 6]

Figure 6: MBD-62 - UDP Packet to Set Split for Radio 2

The last 6 bytes (Data) includes the Split command:

Ist byte 2nd byte 3rd byte 4th byte 5th byte 6th byte

0x01 Antenna to | Antenna
Split from | Active
0x00 to Position
0x05 (Ant | from 0x00
1 to Ant 6); | to 0x05
(Ant 1 to
Ant 6);

Table 8: Data Packet to enable Antenna Split of Radio 2

To disable the split at radio 1 the data needs to be set at:

Ist byte 2nd byte 3rd byte 4th byte Sth byte 6th byte

0x00 0x00 0x00
Table 9: Data Packet to disable Antenna Split of Radio 2

The MBD-62 does not send confirmation data (UDP) and confirmation must be performed
with the read status command.
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3.5 - To get the MBD-62 Status: CMD_READ_STATUS

The host computer sends the UDP Packet:
W [ip.dst == 192, 168,68, 101 ] <]+

No. Time: Source Destination Protocol  Length Info ~
| 5385 146.461204 192.168.68.188 192.168.68.181  UDP 45 58218 + 11688 Len=3

@8 9a d4 f4 @8 @@ 45 @8
3e 1d c@ ad 44 6c c@ ad
Ele fe o1 fd

> Frame 5385: 45 bytes on wire (36@ bits), 45 bytes captured (368 bits) on interface \Device\NPF_{47EDACB
v Ethernet II, Src: IntelCor 9a:d4:f4 (c4:85:08:9a:d4:f4), Dst: 1e:30:6c:00:00:32 (le:30:6:00:00:32)
> Destination: le:30:6c:80:00:32 (le:30:6c:80:00:32)
> Source: IntelCor_9a:d4:f4 (c4:85:88:9a:d4:7a)
Type: IPv4 (8x8880)
v Internet Protocol Version 4, Src: 192.168.68.108, Dst: 192.168.68.181
8186 .... = Version: 4
.... B101 = Header Length: 2@ bytes (5)
> Differentiated Services Field: 8xBB (DSCP: CSB, ECN: Not-ECT)
Total Length: 31
Identification: @xf28e (62094)
> @08. .... = Flags: ox@
... 00O BOBG 0BO@ = Fragment Offset: @
Time to Live: 128
Protocel: UDP (17)
Header Checksum: @x3eld [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.68.108
Destination Address: 192.168.68.181
v User Datagram Protocol, Src Port: 50218, Dst Port: 11808
Source Port: 58218
Destination Port: 11808
Length: 11
Checksum: Bx@b98 [unverified]
[Checksum Status: Unverified]
[Stream index: @]
[Timestamps]
UDP payload (3 bytes)
v Data (3 bytes)
Data: fedlfd
[Length: 3]

Figure 7: MBD-62 - Send UDP Packet to get the status

The last 3 bytes (Data) includes the read Status command:

Ist byte 2rd byte 3th byte

Oxfd
Table 10: Data Packet to get MBD-62 Status
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The MBD-62 sends a new packet to the host computer including all status in the last 22

bytes:

[WTip.src == 192.188.68. 101

No. Time
| 67 1.671966

Source
192.168.68.181

Destination
192.168.68.188

Protocol  Length Info

uopP

6411086 -+ 50218 Len=22

Destination: IntelCor_9a:d4:f4 (c4:85:88:9a:d4:74)
Source: 1e:38:6c:88:80:32 (le:3@:6C:00:00:32)
Type: IPvd (Ex0800)

8180 .... = Version: 4
.. 181 = Header Length: 20 bytes (5)

Total Length: 5@

Identification: @x1355 (4949)

@80, .... = Flags: @x@

...D0 0R0@ 0ROR @00@ = Fragment Offset: @
Time to Live: 128

Protecel: UDP (17)

Header Checksum: @x1d44 [validation disabled]
[Header checksum status: Unverified]

Seurce Address: 192.168.68.101

Destination Address: 192.163.68.183

Source Port: 11808
Destination Port: 56218
Length: 30
Checksum: @x4f38 [unverified]
[Checksum Status: Unverified]
[Stream index: @]
[Timestamps]
UDP payload (22 bytes)

v Data (22 bytes)
Data: 312e322e38 362e
[Length: 22]

Differentiated Services Field: Bx@@ (DSCP: CS@, ECH: Not-ECT)

¥ User Datagram Protocol, Src Port: 11808, Dst Port: 58218

Frame 67: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface \Device\NPF {47EDACBI-
¥ Ethernet IT, Src: le:3@:6c:00:00:32 (le:3@:6c:00:00:32), Dst: IntelCor_Ya:d4:f4 (c4:85:88:9a:d4:f4)

v Internet Protocel Version 4, Src: 192.168.68.181, Dst: 192.168.68.183

2638

c4 85 @3 9a d4 f4 le 30
8@ 32 13 55 20 @0 38 11
9920 44 6c 2a f8 c4 2a @@ le
38 2e 66 2e 66 2e 38 2e

38 2e

6c @0 @@ 32 A8 a0 45 e
1d 44 c@ ad 44 65 c@ ad

31 2e
38 2e

32 2e 30 2¢
38 2e b6 66

Figure 8: MBD-62 - Return UDP Packet including status information

The status information comes in ASCII character encoding:

cd 85 88 9a

B@ 32 13 55
2a82a 2a
2836

da

fa
aa

le 38 6BC
88 11 1d

1le

32 B8
as

45
c@ ad

4 £

2-U
Dl*

Figure 9: MBD-62 - Status Data Information

@ 1--2

D--De

08

So the status information is on the string "1.2.0.0.£.£.0.0.0.0.ff" and in this example Radio 1 is on
Antenna 2 and Radio 2 is on Antenna 3.

Ist byte

2nd byte

3rd byte

4th byte

5th byte

6th byte

7th byte

8th byte

Antenna
Position 1

Ox2e="."

Antenna
Position 2

Ox2e="."

Split
mode 1
("0":
disabled
"1
Enabled)

Ox2e="."

Split
mode 2
("o
disabled
"1
Enabled)

Ox2e="."

9th byte

10th byte

11th byte

12th byte

13th byte

14th byte

15th byte

16th byte

Antenna
Split 1

Ox2e="."

Antenna
Split 2

Ox2e="."

Send
Active 1

Ox2e="."

Send
Active 2

Ox2e=""
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17th byte

18th byte

19th byte

20th byte

21th byte

22th byte

BP 1

Ox2e="."

BP2

Ox2e="."

0x66 ="f

0x66 ="f

Table 11: Data Packet of MBD-62 Status

Another example of read status can be seen below. The MBD-62 is configured to:

%% ROS-62 Remote Control - X

.

www.hamplus.com

File Help

ROS-62
Remote Control
Ant 1

Ant 2

Ant 3 Ant 4

Figure 10: MBD-62

Ant 5 Ant &

Ping: 2

The status information comes in ASCII character encoding (22 Bytes):

c4 85 83 93 d4 f4 1le 38 6c B9 82 32 88 B2 45 B8 @ 1--2--E

B8 32 2f 1a @6 @8 38 11 el 7f c@ ad 44 65 c@ al 2/ De
aa2e D S!EE
2a3e

Figure 11: MBD-62 - Status data Information at UDP Packet

So the status information is on the string "1.3.1.1.2.4.0.0.0.0.ff" and in this example Radio 1 and
Radio 2 are on Split Mode (5th and 7th Byte "1"). Radio 1 is on antenna 2 with split on antenna 3
and Radio 2 is on antenna 4 with split on antenna 5.

10
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4 - Final Considerations
This document provides an overview of the Ethernet protocol used by the MBD-62. For

more detailed information about the equipment refer to Hamplus MBD-62 Official Page:
http://hamplus.com/mbd62.htm

11
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